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Introduction

Our Client's Data Guardian: Zluri's Commitment to Trust and Security

Welcome to Zluri, where safeguarding the data is not just our mission; it is our unwavering
commitment. Our client's trust is our greatest asset, and we partner with global security
experts to protect the information with the utmost care. This comprehensive whitepaper
provides a deep dive into Zluri's robust security framework, compliance details, and the
measures we have implemented to ensure their data safety.

This whitepaper is more than a document; it is a testament to our commitment. Get a deep
dive into our robust security framework, compliance practices, and the measures we have in
place to ensure our client's data safety.

Our Commitment to Data Security

At Zluri, our commitment to data security is unwavering and multifaceted. It is underpinned by
key compliance certifications covering SOC 2 Type Il, PCI DSS, GDPR, and more. Security is
integrated at every stage of our product development, from concept to implementation, with
Privacy Impact Assessments, security testing, and robust data encryption at rest and in
transit. We rely on a secure cloud infrastructure, primarily Amazon Web Services (AWS),
bolstered by AWS KMS, Secure PII Data Vault, and Secrets Manager services.

Zluri's transparent approach to data processing ensures client involvement, secure
authentication, and role-based access controls. Regular audits, third-party testing, and
security tools ensure we maintain robust security. Our comprehensive agreements are tailored
to client's needs, and GDPR compliance guides our purposeful data processing and
transparency. Disaster recovery and supplier management protocols are in place, and
employee security is a priority, with stringent background checks and training. Our platform
architecture further fortifies security, and data processing includes thorough quality control
steps. In a nutshell, Zluri is dedicated to safeguarding data through comprehensive, proactive
measures and a commitment to transparency.
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Our Guiding Principles

The cornerstone of our approach lies in our guiding principles, which shape every feature we
design and every decision we make.

Minimum Data Collection

All the metadata we collect is meticulously vetted to ensure what is essential is
gathered. This minimizes potential vulnerabilities and upholds our commitment to
our client’s privacy.

We collect information on logins, and app usage but only gather essential
personally identifiable information (PIl) when necessary. The approach
minimizes potential vulnerabilities.

Transparency

In an era where data privacy is paramount, we lay all our cards on the table. We
openly detail the data we collect and its use, ensuring our clients are never in the
dark.

We transparently share the data report we collect and how it is used. Our
approach ensures they are always aware of what is happening with client's
data.

Security

At Zluri, we adopt a multi-faceted approach to security encompassing various
aspects, including robust compliance certifications, comprehensive security
integration, rigorous encryption measures, a secure infrastructure on AWS,
transparent communication.

We strongly focus on data governance and retention, disaster recovery,
supplier management, and employee security protocols.

Our architecture includes advanced security features such as Secure PIl Data

Vault Firewalls, encryption at rest, and protection against DDoS attacks,
ensuring data protection at every level.
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Compliance and Certifications

We take client's data security seriously and have obtained various certifications and
accreditations. These certifications are not just badges on our website; they represent our
commitment to the highest global standards of information security management.

Tailored Compliance to Our Client's Needs

We understand that every organization has unique compliance requirements. At Zluri, we have
blended industry standards with custom assessments to ensure our compliance measures
align with our client’s needs.

Merged Industry Standards and Customized Risk Assessments

Our compliance strategy goes beyond checkboxes. We seamlessly merge industry standards
with tailored risk assessments, creating a compliance approach that is as unique as our
client’s business.
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Our Key Compliance Certifications

Let's delve into how Zluri adheres to each critical control relevant to essential compliance.

SOC 2 Type ll

Zluri's approach to critical controls within the SOC 2 Type Il framework to
secure our client's valuable information:

Change Management: Our rigorous change management process
authorizes, documents, tests, and implements changes in infrastructure,
data, software, and procedures. This meticulous approach guarantees
that any alterations meet our objectives while adhering to documented
policies and procedures.

Access Control: We strictly restrict access to change the production
environment to authorized DevOps Engineers. Furthermore, we enforce
the physical and logical separation of development and test
environments from production.

System Monitoring: We employ advanced monitoring software that
evaluates system performance, security threats, resource utilization
needs, and typical system activity. We configure this software to alert our
security committee when thresholds exceed, ensuring swift responses to
potential threats.

Business Continuity: Zluri takes business continuity and disaster
recovery seriously. We maintain documented plans that identify and
mitigate risks, define critical systems, assign roles and responsibilities in
case of a disaster, and assess and mitigate risks identified during testing.
Confidentiality Measures: Confidential data is essential to our client’s
operations, and we treat it as such. We have policies and procedures to
guide our personnel on confidentiality processes. An inventory log of
assets with confidential data is meticulously maintained, and measures
are in place to protect this data from erasure or destruction during its
retention period.

For a detailed SOC2 report, contact our support team or submit a request
here.
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PCIDSS

If our clients are utilizing third-party applications for payment prevention,
Zluri does not directly handle transaction processes. Our systematic
approach to PCI compliance encompasses multiple security measures aimed
at safeguarding PIl and sensitive data, identifying and mitigating
vulnerabilities, and maintaining the highest level of security.

Firewall Configuration and Strong Passwords: To protect client’s data, Zluri
maintains a robust firewall configuration. We steer clear of default
passwords and security parameters provided by vendors, ensuring the use
of unique, strong passwords. This approach adds layer of protection,
making it significantly harder for unauthorized entities to access sensitive
data.

Encryption of Data Transmission: The secure transmission of data is
paramount. Zluri encrypts the transmission of all data across open and
public networks. This encryption minimizes the risk of interception by
malicious actors, further strengthening the security of payment information.
Malware Prevention and Secure Systems: We are committed to preventing
malware attacks by regularly updating anti-virus software and programs.
Our focus on developing and maintaining secure systems and applications
follows industry best practices and vendor recommendations. The approach
is integral to protecting the integrity of the data we handle.

Access Control and Authorization: At Zluri, access to data is tightly
controlled. Access is granted based on business need-to-know, ensuring
that only authorized individuals can access sensitive information. Strict
access controls minimize the risk of unauthorized access to sensitive and
Pll data.

Physical Security and Access Monitoring: Zluri recognizes the importance
of physical security in protecting all data. We restrict physical access to
data and employ robust tracking and monitoring of all access to network
resources and data. The thorough approach guarantees that unauthorized
physical access is promptly identified and addressed.

Regular Security Testing: We conduct regular security testing on our
systems and processes to identify and address vulnerabilities effectively.
The proactive measure ensures that any potential security weaknesses are
discovered and rectified promptly.

Comprehensive Information Security Policies: A comprehensive policy that
addresses information security for all personnel is meticulously maintained
at Zluri. The policy ensures every team member knows their responsibilities
and follows the best practices for safeguarding cardholder data.

For a detailed PCI DSS report, contact our support team or submit a request
here.
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BSI - ISO/IEC 27001 ISMS

Our clients can trust Zluri to securely manage and optimize their SaaS
applications without fearing data breaches, ensuring that every piece of
data is treated with the highest security protocols of BSI - ISO/IEC
27001 ISMS.

The certification is a testament to our commitment to safeguarding our
client's data and ensuring the integrity, confidentiality, and availability of
the information we handle.

o Comprehensive Document Management: As part of our ISO 27001:2013
compliance, we have meticulously organized and managed a
comprehensive set of documents. These documents cover every aspect
of information security management and align with the standard's
requirements.

» Rigorous Audit and Assessment: The audit is carried out with a thorough
examination of various aspects, including the effectiveness of our
system, risk assessment procedures, incident handling, and management
reviews. The results of this audit demonstrated our commitment to the
highest standards of information security.

» Strong Risk Management: One of the key strengths highlighted in the
audit is our robust risk management procedures. We have a documented
Risk Assessment Procedure and a Risk Register that identifies and
assesses risks related to our ISMS and specific projects. The approach
helps us proactively mitigate risks and maintain a secure data
environment for our clients.

o Comprehensive Personnel Training: The audit report also acknowledges
that our employees undergo extensive security awareness training. The
training ensures that our team is well-equipped to handle our clients data
security.

e Cloud Security: Our cloud environment, hosted on AWS, complies with
ISO 27001:2013 standards. Additionally, multi-factor authentication (MFA)
is enabled for all accounts to add an extra layer of security.

» Issues Management: We have documented internal and external issues
critical to our information security practices. The knowledge base helps
us address challenges and opportunities in our security strategy.

o Supplier Management: Our Supplier Management Policy ensures that our
suppliers also adhere to stringent security standards, extending the
umbrella of protection to all parts of our operation.

e Continuous Improvement: Management review meetings are held
regularly to evaluate our internal audit reports, set objectives for
continual improvement, and drive our commitment to advancing our
information security management.

For more, ISO Certificate, contact our support team or submit a request here.
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GDPR

For our clients with European customers or with EU citizens' data, we are
committed to ensuring compliance with the General Data Protection
Regulation (GDPR). GDPR is one of the most stringent data protection
regulations globally, and we understand the importance of safeguarding our
client's data. The section will outline the key measures we have in place to
ensure GDPR compliance and certification.

Purposeful Data Processing: We process Customer Personal Data only
per our client's documented instructions, as specified in our agreements.
We will not use their data for any purpose other than what is required to
provide and support our Cloud Products unless applicable law requires. If
any other purpose is legally mandated, we will inform our clients of this
requirement unless prohibited by essential grounds of public interest.
Data Processing Assessments: We actively assist our clients in their
obligations under GDPR. Our approach includes performing data
protection impact assessments when necessary and informing
supervisory authorities if such assessments indicate a high risk in the
absence of mitigation measures.

Data Subject Rights: We support our clients in fulfilling their obligations
under GDPR. We aim to provide our clients with the necessary
documentation, or processes to assist them in retrieving, correcting,
deleting, or restricting Customer Personal Data when requested.
Security Measures: We implement and maintain technical and
organizational measures to protect Customer Personal Data against
unauthorized processing and potential risks such as accidental loss,
destruction, damage, theft, alteration, or disclosure. These measures are
designed to minimize potential harm.

Notification of Security Breaches: If we become aware of any accidental,
unauthorized, or unlawful destruction, loss, alteration, or disclosure of our
client's Customer Personal Data that we process while providing our
Cloud Products (a "Security Breach"), we commit to notifying our clients
without undue delay. We take immediate action to address and rectify
any Security breaches.

Data Transfers under GDPR: When processing Customer Personal Data
under the European Data Protection Law in a country that does not
ensure adequate protection, we adhere to GDPR requirements for data
transfers via Standard Contractual Cluases.

For more, refer to Our Data Protection Addendum and review our GDPR
Certificate.
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